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PYBPUKA 1.
IKOHOMUKA »

K/IIOYEBDBIE IPEUMYIIECTBA ITIAPTHEPCKUX OTHOIIEHUN
POCCUUCKOU ®PEJEPAIINN CO CTPAHAMMU AZUN

TI'opwnoe Bnaoucnae Anexcanoposuu

cmyoenm,

Cesepmnpiii (Apkmuueckuit) Dedepanvhblil yHUBEPCUNMEM
umernu M.B. Jlomonocosa,

P®, 2. Apxaneenvck

B coBpeMeHHOM Mupe JIOTUCTHKA MMEET MPUOPUTETHOE 3HAYEHUE BO MHOTHUX
OM3HEC-HaNPaBIECHUSAX. JTO MHCTPYMEHT, MO3BOJISIOMIMN B MOJIHON Mepe KOHTPOJIH-
poBaTh Ipolecc TpaHCIOPTUPOBKU. COBpeMEHHas JIOTUCTUKA MHOTO(YHKIIMOHAIbHA
M OXBATBIBAET Cpa3y HECKOJBbKO HampaBieHUH. IMEHHO MO3TOMY HEMPOCTO BBICTPOUTH
3 PEeKTUBHYIO CUCTEMY, KOTOpast OyAEeT ONTUMU3UPOBATh IPOLIECCHl, MAKCUMU3UPOBATh
pe3yabTaT U MUHUMU3UPOBATH U3ACPKKH.

Takum 00pa3oM, aKTyalbHOCTh JAHHOT'O MCCIIEIOBaHUSA 00YCIOBJIEHA BBICOKOU
3HAYMMOCTBIO TPAHCIOPTUPOBKM I'py30B U3 Asum B Poccuro, cambIM J€LIEBBIM H
OBICTPBIM CHOCOOOM ISl YJYYIIEHUS COLMAJIbHO-DKOHOMHUYECKHUX IOKa3aTeei
Pocculickon ®@enepanum.

[IpoGnema ucciaenoBaHUsl COCTOUT B TOM, CAHKIIMU CO CTOPOHBI 3arajia IpuBeIu
K pa3pbIBY LIENOYEK MOCTABOK MPOAYKIIMH, 3aKPBITHIO LENBIX CTPaH JIsl POCCUICKOTO
JKCIOPTa U MMIIOPTA, COKPALLEHUIO IPY30II0TOKOB, BPEMEHHOM OCTAaHOBKE HA IOTE
BOJHOTO U BO3AYIIHOTO TPAHCIOPTA.

Lenbto uccnenoBanus sBIAETCS Pa3padbOTKa albTEPHATUBHBIX CLIOCOOOB JOCTABKU
ne(UIUTHOW TPONYKIIMH, B3aUMOJEWCTBUE CO CTpaHaMU A3HH, MOUCK HOBBIX
UMITOPTEPOB/IKCIIOPTEPOB.

ITo cocTosinuio Ha 5 mapta 2022 rona ps KPYMHbIX KOHTEHHEPHBIX OMEPaTOPOB
o0bsaBwn 60iKOT Poccun. K ux umncny ornocarcs Maersk, Mediterranean Shipping

Company (MSC), Hapag-Lloyd, Ocean Network Express, a Taxke psia Ipyrux 0ojiee



MEJIKMX KOMIIaHUI, KOTOPbIE COBOKYITHO KOHTPOJIUPYIOT 47% MHPOBBIX KOHTEHHEPHBIX
nepeBo3oK. BMmecTe ¢ TeM, Ha TeKyIuii MOMEHT KOHTeitHepHbIe TiepeBo3ku oT China
COSCO Shipping, Orient Overseas Container Line, FESCO u Evergreen npuHumaor
poccuiickue rpy3nl. Quepear Ha morpy3Ky y padortaronux ¢ Poccueil KOHTeHEpHBIX
OIIepaTopoB BO3pOCIA: TENEpbh MOXKHO *J1aTh MOrpy3ku 1 Hedemo u Oonee; (akTu-
yeckast Onokana nopra Cankt-IlerepOypr u orpanudenusi B pabore HoBopoccuiickoro
MOPCKOrO NOpTa NPHUBEIHA K NEPEOPUEHTALMH POCCUHUCKON JIOTUCTHKHA Ha MOPT
BaangusocTok.

JlokaayHbl, T€ONMOIUTHYECKAsT HANPSKEHHOCTh, CAaHKIMH, OTPAHUYEHUS — 3TO
BCE TO, YTO HAapyHaeT rio0ajibHYI0 JOTHUCTUKY. Takum 00pa3om, MPOU3BOJCTBO
KOMITAaHUHM OKa3bIBAETCS MOJ YAAPOM — MHOTME OPTaHU3allMK UCIIBITHIBAIOT HEXBATKY
npoaykiuu. [TomuMo 3TOro, MOoTpedUTENM, KOTOPhIE UCIIBITHIBAIOT HA ceOe aeduiuT
TOBapoB U pocT 1ieH Ha Hux. C 2022 roma cutryamusi pe3ko 000CTpUIIaCh, TaK Kak
OrpaHUYMBAIOIIUX (AKTOPOB CcTasio O0JbIe. BHOBL 1 BHOBb BOSHUKAIOIIUE MMAKETHI
CaHKIIMI, TOProBoe 3MOapro OyKBaJbHO Mapain30oBajd UMIIOPT TOBapoB B Poccuro.
Ha stom ¢done mig cmsrdeHus HEraTUBHBIX IOCIEACTBUN BBOJIMMBIX OrpaHUYCHUI
Hallle TOCYJJapCTBO CENAN0 BO3MOXHBIM «MapaJieNbHbId UMIOPT ToBapoBy». «llapai-
JIENBHBIM UMIIOPT» UISI POCCUMCKOM SKOHOMHUKH OTHOCUTEJIBHO HOBOE IOHsATHE. Ho
OHO HE HOBOE B MaciTabax MHUPOBOM 5KOHOMHUKH. K TEepMHHY «IapaienbHbIi
HUMIIOPT» POCCHUICKOE 0OIIECTBO OBICTPO MOA00PATIO albTEPHATUBHBIE OMPEICIICHUS
«UEPHBIA UMITOPT, «CEPhIN UMIIOPTY», «kKOHTpabauma» u ap. [1, c. 5].

[TapannenbHbIM UMIOPTOM HA3bIBAIOT MOCTABKH TOBAPOB, OCYUIECTBIISIEMbIE
napajyjieabHo ¢ OQUIMATbHBIM JTUCTPUOBIOTOPCKUM KaHaJoM, C(OpMHPOBAHHBIM
npousBoauTesieM. MaKTUYECKH, 3TO BBO3 Ha TEPPUTOPUI0 Poccuy OpUTHMHAIBHOIO
TOBapa, KOTOPBIM 3a pyOEeKoM ObLI JIETaIbHO MAPKUPOBAH TOBAPHBIM 3HAKOM, HO
BBE3€H 0e3 paspelieHus mpaBoobnagaresns. Ho, CTOUT 3aMeTUTh, UTO U LIeHA 3a TOBap
IIpU TaKOM CHEKYJSIUU OyAeT 3HAYUTENbHO BhILIE [2, ¢. 25].

Bo-niepBbIX, HEKOTOPBIE CTPaHbl BXOAAT B EBpasulicKuii 9KOHOMUYECKUN COKO3
(EADC), B yactHoctn — Kazaxcran u Kuprusus. Ha npaktuke 310 03Ha4aeT cBOOOIHOE

nepeMenieHne MpoayKIUU, YCIYT, (PMHAHCOBBIX U TPYAOBBIX PECYPCOB, YTO 3HAUHU-



TEJNBHO YIPOINAET IOPUANYECKHAE BONPOCHI IIPH TOPTOBBIX M TPAHCHOPTHBIX B3aWUMOOT-
HomeHusx [3, ¢.15].

Bo-BTOpBIX, Ka4€CTBO MPOU3BOAMMONM MPOIYKIIMU B CTpaHaX A3UHA COOTBETCTBYET
kayecTBy. Tak, HarpuMep, KocMeTHKa U3 InoHnn o0oraieHa MHOTMMU MUKPO3JIEMEH-
TaMH ¥ BUTAMUHAMH, KOTOPbIE€ CIIOCOOHBI MMPOHUKATH IIYyOOKO MoJ KOXKY. Cpeau HUX
ButamMuH C, MOpcKasi BO/Ia, THAYpPOHOBAsi KUCIIOTa, SKCTPAKThl UMOUpS, Kemuyra,
JI0TOCA U PsII IPYTUX TMOJIE3HBIX BellecTB [4, c. §].

TakuMm 00pazoM, KIFOYEBBIC NMPEUMYILECTBA B3auMOoIeHCTBUS Poccuiickoit dee-
panuu co ctpaHaMu A3UM yJIy4qIlar:

® COLIMAJbHBIE MOKA3aTENU. Y BEJIMUEHUE 00bEMOB TPAHCIIOPTUPOBKU MEIULIMHC-
KOM IPOJTyKIIMH, IO3BOJIUT 00Jiee KAYECTBEHHO MPEJOCTABIATh YCIYTH HACETICHUIO.

e SKOHOMHMYECKHE IMOKa3arenn. B crpaHax A3uu BO3MOXHO TPaHCIIOPTUPOBATH
B Poccuio kaueCTBEHHYIO TPOAYKIIUIO 110 BHITOJAHBIM YCIOBHUSIM.

® TEXHOJIOTHYHbIE NoKa3zarenu. CoTpynHHUYecTBa Mexy Poccuell n crpanamu
Azuu B obnactu pacmmpeHus cepsl pa3padOTKU MporpaMMHOro oodecriedeHusi. He
TOJIBKO M3MEHEHUS HAIPABJIEHUS NOTOKOB, HO W MOSIBJICHHE HOBBIX JIOTUCTHYECKUX
L[ETIOYEK.

Takum o6pa3oM, pe3ynbTaThl JAHHOTO HCCIEIOBAaHUS COCTOST B TOM, 4YTO
CYLIECTBYIOIIME CErofHs B3auMOOTHoLIeHUs Poccum co ctpaHamu A3uM MOXKHO
YCOBEPIICHCTBOBATD.

HeoOxoauMo Ha MOCTOSIHHOM OCHOBE OCYILECTBIJIATH TPAHCHOPTUPOBKY MPOIYK-
MM MEXAY CTPAHAMH Ha BBITOJHBIX YCIOBUAX. Y CIIEIIHO BBICTPOCHHAS JIOTHUCTHKA, B
IIEePBYIO OUYepeIb, OPUCHTHPOBaHA Ha TTOTpeOUTEIICH, TO KacaeTcsi U MHHOBaIui. Bee
VWHHOBAIIMOHHBIE YCITYTU U MPOAYKTHI PEAIN3YIOTCA C LENbIO TaJbHENIIEH 3HAYMMOCTH
JUIA KJIMEHTa, BCE IIOTOMY, YTO MMEHHO IOKYNAaTelb ONPEAEISIET YPOBEHb PAa3BUTHS
HOBBIX MPOIYKTOB.

Takue BapuaHTBl pa3BUTHS B3aMMOOTHOLIEHMM Mexay Poccuenn m crpanamu
A3uu, Ha MOU B3IJISI/l, TO3BOJISAT CO3AaTh ONTUMAJIbHBIM MEXaHWU3M OCYIIECTBICHUS

JIOTUCTUKHU, THHOBAIIMOHHBIX IIPOLCCCOB, TPAHCIIOPTHUPOBKU KAYCCTBCHHBIX TOBAPOB



110 BBI'OAHBIM YCJIOBUAM, YTO IIO3BOJIAT YBCIWMYHUTH JOCTYIIHOCTH M YPOBCHbL KauCCTBA

IIPUMCHSCMbIX TGXHOHOFHﬁ, IMPOAYKTOB.
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PYBPHKA 2.
«IOPUCTIPYAEHLUST»

MEXIAYHAPO/HBIE ITPABOBBIE ITPOBJIEMbI KBAJIMOUKAIINNU
«KUBEPIIIIMOHAXKA»

Buvropkos /lanuun Anopeesuu

cmyoenm,

Buvicwas wixona cospemennsbix coyuanbrbvix Hayx
MI'Y um. M. B. Jlomonocosa,
P®D, 2. Mocksa

AHHOTAUMA. B MaHHOW CTaTbe paccMaTpUBAOTCS OCHOBHBIE ACIEKTHI, Kadyaro-
MUCCA MCKAYHAPOAHOI'O IIIIMOHAXKAa B CHUCTCMC KI/I6€pHpOCTpaHCTBa. yKaBBIBaeTCH,
YTO KHOSPHPECTYIICHUS TIPEICTABIISIFOT COO0M Cephe3HYI0 yrpo3y KHOepOe301acHOCTH,
a 0COOEHHOCTh KMOEpIINHOHAXKA 3aKJII0YaeTCs B TOM, YTO JAHHbIE MPECTYIICHUS
IMpOUuCXo AT C HGHOCpeHCTBeHHOﬁ HOI[I[Gp)KKOﬁ rocyaapCtsa U roCcyaapCTBCHHBIX
OpraHoB.

Abstract. This article discusses the main aspects of international espionage in
the cyberspace system. It is indicated that cybercrimes are a serious threat to
cybersecurity, and the peculiarity of cyberespionage is that these crimes occur with

the direct support of the state and state bodies.

Kirouessble cioBa: KubepunuoHax, MIMAOHAXK; SJEKTPOHHAS CIEXKKA; TPUHLIUI
HEBMEIIATENILCTBA BO BHYTPEHHHE JIeNa; CYBEPEHMTET, 3allluTa, obecrieueHue 06e30-
ITaCHOCTH.

Keywords: Cyber espionage, espionage; electronic surveillance; the principle of

non-interference in internal affairs; sovereignty, protection, security.

[Imuronax sBisieTcs: 0co0O¥ ormeparuei, KoTopas MPOBOJUTCS HA CKPBITOM
OCHOBE, MOJJEPKUBAECTCS TOCYAAPCTBOM M OCYIIECTBISECTCS 4YEpE3 ONPENCIICHHBIE

BUJIBI BO3JICUCTBUSI HA MHOCTPAHHOE rocyAapcTBO. B yacTHOCTH, Takoe BO3EHCTBUE



MPOUCXOJUT 4Yepe3 IUCTAHIMOHHBIA cOOp MH(MOpMaALUU, a TakKe MOCPEICTBOM
MIPOHUKHOBEHUSI HA UHOCTPAHHYIO TEPPUTOPHIO [2, c. 954].

Ha npakTuke npaBonprMEHUTENN 3a4acTyl0 CTAIKUBAIOTCS C CUTyaluel, Korjaa
HET BO3MOXXHOCTHU U TMPABOBBIX MPABUJ YETKOW pEriIaMEeHTalluy KHOEPIIMHOHaXa 0
HOpPMaM MEKIyHapOIHOTO paBa [2, ¢. 954].

Tak, B Teopuu CylIeCTBYIOT pa3IWYHbIE TO3UIUM Ha JaHHbIN cueT. Kak otMeuaeT
H. LxynummsTt u3 yausepcuteta CIIA, cam daxt mmpokoro pacmnpocTpaHeHUs
IOPECTYIUICHUI IINMHOHAXXa HE SIBJISETCS OCHOBAHUEM JJIi TOrO, YTOOBI NPU3HATH
Takue AesHus NMpaBoMepHbIMH. 1[0 MHEHHIO aBTOpa, B OTHOLICHHSX MEXIY TrOCYy-
JapcTBaMU HE COOJIIOAAETCSl TMPUHLMUII CHPaBEUIMBOCTH W JA0OPOCOBECTHOCTH,
a UMEHHO:

e ['ocynapcTBa IIMHOHAT APYT 32 IPYTrOM, U HE CUUTAIOT, YTO OHU JACHCTBYIOT B
MIPaBOMEPHO

® UM HM3BECTEH CIOPHBII XapakTep LIMHOHAXa

® TOCYyJapCTBAa MCTOPUYECKU HE MPOTECTOBAIN IPOTUB OCYXKJICHUS, ACTIOPTALUH
W 0OBSIBIICHUS personae non gratae CBOMX IIMUOHOB [2, ¢. 955-956].

Jpyras mo3unusi 3aKJIF04aeTcsl B TOM, YTO B PAMKax MEXIyHapOJHOTO Mpasa
CYIIECTBYET 3alpeT Ha MPEe3IOMUPOBAHUE MEXIYHApOAHBIX 00s3aTenbcTB. OH 3aKIiIro-
YaeTcss B TOM, YTO 3alpelieHO CUUTaTh 3apaHee YCTAHOBJIECHHBIM (DaKT HErpaBOMEp-
HOCTU JEHUCTBUW, €CIIM OHH HE NPUYMHSAIOT BpPEI CYBEPEHHBIM IpaBaM JAPYTUX
rocyaapcts [2, ¢. 957].

Ha mpakTuke 3a4acTyro Ciay4yaroTcsl Takhe OOCTOATENbCTBA, KOTJA MOBEICHUE
TOTO WJIM MHOTO rOCyAapcTBa CUYMTAETCS MPABOMEPHBIM, JaXe B TOM Cllydae, €ClId
OHO (paKTUUYECKH 3aKJII0YaeTcsl B MPOBEACHUM HIMHOHaXa. TakuM oOpa3zoM, MOXKHO
3aKIH0YUTh, YTO OPOM MITMOHAXK YaCTO OCTAETCA HE UCCIEIOBAaHHBIM, HAXOJUTCS B,
TaK Ha3bIBAEMOU, «Cepoil 30HE» M HE MOJJICKHUT IOKHOMY YPOBHIO MPaBOBOIO
perynupoBanus [2, c. 959].

['oBOpst 0 HemocpenCTBEHHBIX (opmMax KHOEpIINMHOHAXa Ha MEXIyHapOJIHOM
ypOBHE, HEOOXOIUMO OTMETHUTbh, YTO HAUOOJIEE paCpPOCTPAHEHHON U3 HUX SIBIISETCA

xakepckast araka. [lo cBoeli CyTHM OHM TPEACTaBISAIOT (OpMYy TEPPUTOPUATHLHOTO



MIPOHUKHOBEHUS, TaK KaK OJHWM W3 TPaB TOCYAAapCTB, KOTOPHIM OHH OO0JaIafoT,
SIBJISICTCSI UX MPABO Ha 0E30MaCHOCTh W HEMPUKOCHOBEHHOCTh KHOCPUH(PPACTPYKTYPHI,
IpUYeM KaK YacTHOTO, TaK M TOCYAapCTBEHHOTO XapaKTepa.

J1J1s1 TOTO, 9TOOBI OOPOTHCS C MOAOOHBIMU aTaKaMH UCTIONB3YIOTCS Pa3HOOOPa3HBIE
METOJIbI, K TPUMEPY METO/I Pa3BEIKU WM METO]I TIepexXBaTa CPEACTB CBSI3H.

Takxum 06pazom, IOBOASI UTOT IPOBEJACHHOMY UCCIICIOBAaHHIO, MOYKHO C/IEIaTh
BBIBOJ] O TOM, YTO BCE TOCYIapCTBA CTPEMSTCS 3aIIUTUTH CEOsI, CBOIO TEPPUTOPHIO U
CBOE KHOEPHPOCTPAHCTBO OT HECAHKIIMOHUPOBAHHOTO J0CTYyNa TpeThUx Jinil. OJHaKO
CYIIECTBYIOT CEphE3HBIC MPOOJIEMBI, KOTOPHIC CBS3aHBI, B TMEPBYID OYEPEIb, C
npobenaMu B 3aKOHONATENHCTBE B JaHHOW oTpaciu. HeoOxoanmMo HamaauTh B3auMO-
JIeMCTBUE MEXIY rocynaapcTBaMu s 3G (PEKTUBHONW MEXIyHapOJaHON OOpBOBI ¢

KHOEPIINMOHAKEM U UHBIMU KHOEPIPECTYIUICHUSIMHU.

Cnucok aureparypsbl:

1. bankc B.C. KubepmmnuoHax 1 3JeKTpoOHHas cexka: Bbxos 3a mpeaensl Meaua-
MIPOCTPAHCTRA.

2. Joxkymumt H. Ot «Sitna Kykymkmy 10 rnobansHoi cnexku: Kubepmmuonax,
KOTOPBIM CTAHOBUTCS IMPOTHUBOIIPABHBIM BMEIIATEIHCTBOM.

3. JIro6en A. lllnmnoHax kKak CyBepEeHHOE MPaBO IO MEXIYHAPOIHOMY IIpaBy U €ro
npeebl.

4. Peitn M. CpaBHHUTENBHBIN MOAXO0 K IKOHOMHYECKOMY IIMUOHAKY: JlefcTByeT n
Kakoe-mobo rocynapcTBo 3(pPEeKTUBHO B OTHOIIICHUN JAHHOU TTI00ATBHOM yTrpo3bl?
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MONOOEXHbLIN HAYYHbIN ®OPYM:

Inexmponnuvlil cooprux cmamei no mamepuanam CXCVII emyoenueckoii
MEAHCOYHAPOOHOU HAYYHO-NPAKMULECKOU KOHpepeHyuu

Ne 7 (198)
®erpanb 2023 1.
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